ePortfolio Activity: Collaborative Learning Discussion 1

Initial post:

| have selected the case study 'Malware Disruption’, highlighting the complex

relationship between cybersecurity's legal, social, and professional aspects.

As Crown Prosecution Service (2019) notes, Rogue Services violated several laws and
evaded the consequences of their actions, such as financial losses, identity theft, and
data breaches. The negative social impact of Rogue Services' actions, including
financial losses, identity theft, and data breaches, raises concerns about the

permissibility of vigilantism in cybersecurity, as highlighted by Cremer et al. (2022).

The ethical dilemma surrounding using a denial-of-service worm is a topic of intense
debate. Its successful use to halt malicious activity creates a legal grey area. Levite &
Perkovich (2017) argue that this situation raises profound questions about the

boundaries of vigilantism in cybersecurity, a weighty consideration in our field.

The breach of professional ethics by Rogue Services, driven by profit rather than public
good, led to the violation of the BCS Code of Conduct (BCS, 2022) and ACM Code of

Ethics and Professional Conduct (ACM, 2018).

I would recommend strengthening international cooperation on cybersecurity
regulations and laws, such as cybercrime and data protection laws, as UNODC (2019)
emphasises. Collaboration and clear frameworks are needed to address these issues

effectively.
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https://ethics.acm.org/code-of-ethics/using-the-code/case-malware-disruption/

The violations of the ACM Code of Ethics and Professional Conduct in comparison to

the BCS Code of Conduct are the following:

ACM Code of Ethics and Professional Conduct BCS Code of Conduct

1.1. Contribute to society and human well-being, =Clause 2: Professional Competence and Integrity
acknowledging that all people are stakeholders in

computing

1.2. Avoid harm Clause 4: Duty to the Profession

2.8. Access computing and communication Clause 1: Public Interest

resources only when authorised or compelled by

the public good

3.1. Ensure that the public good is the central | Clause 1: Public Interest

concern during all professional computing work
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