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Unit 4 Seminar - Breach Analysis Case Study 

Case Study: Facebook Data Breach 

1. What types of data were affected? 

The Facebook data breach affected many categories, including phone numbers, 

complete names, addresses, email addresses, and other user profile information 

uploaded to a hobby hacking site. Personal data from 533 million Facebook users 

across 106 countries is included in the hacked data (Bowman, 2021).  

 

2. What happened? 

It was discovered in 2019 that political consultancy firm Cambridge Analytica had 

inappropriately accessed millions of Facebook users' personal information. Facebook 

had permitted a third-party app to access user data, which is how Cambridge Analytica 

acquired its information. Afterwards, Cambridge Analytica used the information to 

target people with political adverts (UpGuard, 2019). 

3. Who was responsible? 

The data misuse was Cambridge Analytica's fault. However, Facebook's careless 

handling of user data also drew criticism (Confessore, 2018). 

4. Were any escalations(s) stopped - how? 

In 2019, two Facebook app datasets containing information of over 530 million users 

were exposed to the public. In April 2021, the data was posted for free, indicating 

criminal intent (Hill & Swinhoe, 2022). As Graham-Harrison & Cadwalladr (2018) state, 

despite knowing about the data leak for months, Facebook did not alert users until 

2019. Due to this delay, Cambridge Analytica could keep using the information for its 

objectives. 
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5. Was the Business Continuity Plan instigated? 

It is unclear whether Facebook's Business Continuity Plan was initiated in reaction to 

the data hack, according to Bowman (2021). 

6. Was the ICO notified? 

Sky News (2019) reported the data breach to the UK Information Commissioner's 

Office (ICO) in 2018. The ICO fined Facebook £500,000 for its involvement in the 

violation. 

7. Were affected individuals notified? 

Facebook came under fire 2019 for failing to alert consumers to an earlier data incident. 

Culliford (2021) said that Facebook did not notify its users about the incident until 2019. 

Facebook must notify any unauthorised access to data on 500 or more users within 30 

days of the incident's confirmation under the July 2019 FTC settlement terms. 

8. What were the decisions' social, legal and ethical implications? 

The Facebook data breach had several social, legal, and ethical ramifications. The 

hack damaged Facebook's reputation and sparked questions about internet data 

privacy. Facebook was also chastised for its lack of openness and for not doing enough 

to safeguard user data (OECD, 2019). 

9. If you had been the ISM for the organisation you selected, what mitigations 

would you have put in place to stop any reoccurrences? 

To prevent the data leak from happening again, I would have put in place several 

mitigations if I had been Facebook's ISM, as Sanders (2019) pointed out. These 

countermeasures would have consisted of: 

• Boosting data privacy regulations: Facebook's data privacy regulations 

lacked sufficient clarity and user data protection. It would have been evident to 

users what data was being gathered and how it was being used if I had created 

more thorough and approachable policies. 

• Improving data access controls: Cambridge Analytica could obtain user data 

without authorisation because Facebook's data access rules were insufficiently 
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strict. More strict data access rules, which would have only permitted users to 

share their data with reliable apps and services, are what I would have put in 

place. 

 

• Raising user knowledge of data sharing: Many Facebook users were 

unaware of how their personal information was exchanged with unaffiliated apps 

and services. To raise user awareness of data sharing, I would have put in place 

various strategies, like offering consumers more choices over sharing their data 

and more information about how it was being used. 

 

• Regular security audits: The data hack remained undiscovered for several 

months because Facebook did not regularly check its systems. If it were up to 

me, a routine security audit programme would have been implemented to find 

and fix any weaknesses an attacker may exploit. 

 

Egan (2020) raised a significant issue regarding the gathering and use of personal 

data by businesses in a recent piece. The question of enabling people to make 

knowledgeable decisions about their data is constantly debated worldwide. People 

have a fundamental right to know how their information is gathered and used. But 

current notices and policies about privacy can be hard to find, laden with legalese, or 

just plain unclear. Policies about privacy are not enough to inform people about their 

data. Businesses need to develop creative ideas for empowering people to make 

privacy decisions that suit their needs. To successfully communicate about privacy, 

companies need to acknowledge and accommodate the broad spectrum of users of 

digital services. 
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