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Collaborative Discussion 1: Digitalisation – What are the security implications 

of the digital economy? 

My Initial Post: 

According to Wei et al. (2019), digital utilities can benefit significantly from optimising 

processes, understanding customers, empowering employees, enhancing security, 

and reducing risks. Siemens (N.D.) suggests that a "fully digital enterprise" relies on 

digital tools and technologies for its operations, utilising digitised assets and resources. 

Cyber-physical systems, cloud computing, IoT, AI, and machine learning are employed 

to automate processes and improve efficiency, quality, and time. 

As technology advances, new vulnerabilities arise, and it's crucial to implement 

efficient controls to detect and prevent complex cyber threats (Spremić & Šimunic, 

2018). According to Shea (2023), cybersecurity requires a collective effort from the 

entire organisation, as cyber threats like data breaches, ransomware, and supply chain 

attacks pose significant business risks. 

Brick-and-mortar stores struggle with web-based retailers due to higher costs. Some 

have adapted by creating online (Murphy, 2022). These SMEs face significant 

cybersecurity challenges due to remote work and growing cyber threats. Their 

competitiveness and value chain can be seriously impacted by low-security budgets, 

a lack of cyber skills, and increased cyber-attacks (ENISA, N.D.). 

I agree with the viewpoints expressed in the articles. The IEA's (2022) report on the 

energy crisis emphasised the importance of reducing business's dependence on fossil 

fuels. A fully digital enterprise can achieve these goals by reducing energy 

consumption, improving efficiency, and adapting to changing circumstances. 
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